We ha,·e demonstrated a personal identific:nion system that is based on near·infrared finger vein patterns. Finger vein patterns of 678 volunteers are acquired bv transmittin" near·infrared li"ht through a finger and capturing the image with a CCD camera. Th~se vein patte~s are enhanced b;· a background-reduction filter. The similarity between two patterns is then quantified by use of the normalized ma..ximum of the cross correlation of the two images after correction of the tilt angle. The enhanced finger vein pattern enabled 678 persons to be successfully identified. <D
Introduction
Electronically accessible accurate personal identification is becoming more and more necessary. On-line personal identification has alreadv been used to access control of financial transacti~ns including electronic commerce. ID cards, and passwords have been used in these applications. but they can be easily stolen or forgotten. To ensure higher security, several ways of biometrics-based identification have started being used. One of the well-known biometrics technologies is fingerprint recognition. 1 --l Iris scanning, retina scanning, voice verification, and face recognition have also been used. [5] [6] [7] [8] [9] [10] [11] But each biometrics technolOKY has some problems. Fingerprint identification requires physical contact, iris and retina scanning produces an unpleasant feeling due to shining a strong light into the subject's eyes, and voice verification and face recognition are not as accurate as fingerprint recognition. 12 -15 If a method employing biometrics technolOKY· accurate and free from contagion and unpleasant feelings, is available, it can be adopted in general public use, such as for ATlYis !Automatic Teller Machines) and new applications, such as for patient identification in hospitals.
In the present study, we investigated the potenti- ality of near-infrared finger vein patterns for personal identification. \Ve developed an experimental prototype using near-infrared light transmitted through the finger. Light transmission through tissues is greatest within the red and near-infrared wavelength bands. 16 -16 At visible wavelengths, transmission diminishes because of electronic absorption in tissue pigments, such as hemoglobin. myoglobin. and melanins. At longer infrared wavelengths, broad and intense absorption bands correspond to the fundamental vibration modes of water bonds. At near-infrared wavelengths, hemoglobin has lower absorbance than at visible wavelengths, but it is relatively high compared to other proteins in the tissue. Therefore transmitting near-infrared light through a finger is suitable for acquisition of its vein pattern. The possibility of obtaining a personal identification based on the vein pattern acquired by transmitting light through a hand was indicated a decade ago. 19 but it has not been demonstrated. Personal identification using near-infrared finger vein patterns was first demonstrated with our prototype. 2° Further study has been made to quantify the information in the finger vein pattern essential for personal identification and is reported in this paper.
Materials and Methods
Experimental prototype. Figs. 1 and 2 show a block diagram of the prototype for the experiment and the optical configuration, respectively. An array of mold type near-infrared LEDs (L810-06AU, Epitex) was used as a light source (wavelength: 810 nm). Both sides of a plastic lens attached to an LED were made fiat to increase the number of LEDs per 1. length in the array. The dorsal side of the finger was illuminated with the LED array, and the transmitted light through the finger was received by an infrared-sensitiYe CCD camera tNC300AIR, Takenaka System I with a neutral-density filter. The palm side of the finger vein pattern was thereby acquired [see Fig. 3tal ], and the image data \\·ere sent to a PC tDimension XPS-T750r. Dell Computer! •ia a Yideo-capture board CMETEOR2-l\1C/4, Matroxl. A X y ... 640 x 480 pixel gray-scale still image of the finger was captured and processed. The current level of the LEDs was manually adjusted when the intensity of the light transmitted through the finger was too high or too low. The angle of the palm to the vertical was maintained at less than several degrees when the image was captured.
Scheme of image processing. Fig. 3 sho"·s an example of an image of a finger vein pattern captured '"ith the CCD camera lal and the image of its enhanced vein pattern ibi. The steps ofthe image processing are described next 1 see Fig. 4 I. At first, lowpass filter A was used to reduce the background noises and detect the shape of the finger. The lowpass filter replaces a pixel's Yalue with the aYerage of its original Yalue and those of its eight surrounding neighbors. Directional differentiation in the _v direction was performed to obtain the image of the edge of Light source (LED) Neutral density filter CCD camera The edge ofthe finger has a relatively higher image intensity, so the image inside it was easily cut out, and its outside was zero padded lcl, and its intensity was assigned to the pixels in its periphery. Then, the image was put through the low-pass filter B so that the background profile ldl v;as obtained. Here, the low-pass filter replaces the intensity of a pixel with the average of its original intensity and those of the predetermined number of its surrounding neighbors. An image of an enhanced finger vein pattern was obtained by subracting the background profile (d) from the captured 1mage I a l. We used an M x M pixel array for the low-pass filtering, and the number of M was chosen so as to optimize the enhancement for the best performance of personal identification. Last, the tilt angle of the finger from the horizon (el was calculated using the image of the finger edge (b), and the angle was corrected to zero lfl. Then, the obtained image was :egistered. The similarity between two registered rmages was evaluated based on the correlation coefficient between them. Let p and q beN x N square matrices of image data, then the correlation between them is defined as 
where Pk.llu) = * FFT2 lpl,
The normalized cross correlation between the two images was defined as (3) The size of an image captured by the CCD camera was 640 X 480 pixels. At first, an image with 512 x 480 pi..xels was cut out from it. and zero padding made an image \vith 512 x 512 pixels. To determine the minimum quantity of image information necessarv for identifying one person from the others in the san{-pled group, the effect of step-by-step reduction in image data size was tested. Here, the sum of the intensity of the nearest four pixels was used as the intensity of the corresponding pixel in the reduced image, which was also reduced in the same wav at the next step. The image data size was therebv ;educed by factors of two in the x andy directions.
• Sampled group. Finger vein patterns of 678 volunteers were acquired during a yearly medical checkup of the employees at the Central Research Laboratorv in May and June of 2000. Most of the volunteer~ were in their 20s and 30s (479 males and 199 females). In this paper, we report the result of personal identification using the vein patterns of their left little fingers. Two images were captured per each volunteer, one was registered as the reference image, and the other was used as an image to be tested.
Valuation of identification accuracy. A normalized false acceptance rate iFARl and a normalized false rejection rate (FRRl are defined as
where Tis the threshold, N 1 is the number of samples (678), and N 2 is the number of combinations of 678 images, i.e., 229,503. And rd and rs are the correlation coefficient between two patterns from different individuals and from the same individual, respectively.
To evaluate the identification accuracy of the proposed method, we define total error rate (TER) as the following: ' '. (6) TER ranges from zero to one. When 678 images are identified completely, i.e., FAR (T) and FRR (T) form no crossing area, TER is zero.
Prediction of accuracy for larger groups. The ac-
. Normalized correlation coefficient curacy of the proposed method of personal identification in the case when it is applied to larger groups was predicted based on the results from 678 indi,·id-uals. Both FAR and FRR plots against T were curYe fitted by a least-squares method in the range of T. where both rates are close to zero. Then, rates on each fitted curve were used to predict the false rate as a function of the threshold for larger groups.
The Kolmogorov-SmirnoY test 21 -23 was applied to test goodness-of-fit. In this test. the determined critical value. Do..n• when the level of significance and the sample size equals a and n. respectively. was used.
where F!Tl denotes fitted distribution function and SIT! denotes data from the sample. If G is greater than zero, then the hypothesis that the censored sample comes from the fully specified continuous distribution F1 Tl is rejected at the chosen lewl of confidence. To test the ,-alidity of using curve-fitted data as the predicted false rates for larger groups, false rates obtained from the results from 678 indi-,·iduals were substituted for Si Tl. and those on the fitted curves were for F1 Tl. Figure 5 shows the histograms of a normalized correlation coefficient between two images from the 678 indi,;duals. \\1-lite bars denote the results from each indi,·idual. and black bars denote the results from two different indi,·iduals. All 678 indi,;duals were perfectly identified. Here, the image matrix size was 512 x 512 pixels and M was 25. This result Fig. 7 is enlarged and plotted in Fig. 8 . \\1-len M is 25, 40, 50, 64, and 75, the plotted points are located close to the origin, i.e., high accuracy of identification can be achieved. This is summarized by the TER plotted against Jf !filled circles) in Fig. 9 . Here, TERs for a nonsquare lowpass filter B are also plotted. The filled triangles and squares denote the TER for a low-pass filter B of 50 x 25 and 25 x 50 pixels, respectively. In this comparison, square filters showed much better accuracy of identification than nonsquare filters. For simplicity of signal processing, M = 25, the smallest size of filter B that gaw zero TERata certain threshold. was chosen.
Results and Discussion
To investigate the minimum data size required to identif}· 678 persons perfectly, FAR and FRR for various sizes of image data were calculated and plotted in Fig. 10 . Here. it is shown that FAR and FRR can be zero simultaneously at a certain threshold when the image size is not less than 32 X 32. This is summarized by TER plotted against the image size in the x direction in Fig. 11 Table 1 and Table 2 list the changes in TER according to the reduction of image size in only the x andy direction, respectively. When the image data size in the x direction was kept to 128 pixels and the size in they direction was changed, the minimum data size in they direction for perfect identification of the 678 persons was 16 . When the image data size in the y direction was kept to 128 pixels, the minimum data size in the x direction was 8 pixels. In this comparison, a larger image size was required, i.e., less image reduction was allowed, in y direction than in the x direction. This may be reasonable considering that finger vein patterns run from the finger root to the tip in the x direction.
Monoexponential curves are fitted to FAR and FRR as functions of T by a least-squares method in the X 10" range ofT, where each false rate is less than a certain level. In Fig. 12 , the curve fitting to the false rates less than 0.15 is shown for image sizes of 512 x 512, 128 x 128, and 32 x 32 pixels. The goodness-of-fit The relation between FAR and FRR for larger groups can be predicted from the fitted cun·es. The predicted F ARs corresponding to an FRR of 0.1 9c are shown in Fig. 13 . The lowest predicted FAR was merely 3.5 x 10-5 c;c at an image size of 128 x 128 pixels. The image size reduction by use of a summation of the nearest four pixels reduces the pixel noise, and this may be effective to reduce the FAR until the image size is reduced to 128 x 128 pixels. However, further image reduction may result in too much loss of information and the increment of the FAR. If an FAR of0.0439c is allowed, the image size used for identification can be reduced to 32 x 32 pixels. These results suggest that near-infrared finger vein patterns may show an accuracy of personal identification equivalent to or higher than irises and fingerprints 4 · 15 when applied to larger groups. However, we must admit that the genetic and age \'ariations in the tested 678 persons are much smaller than in the entire human population. Further study is needed to test its accuracy in a large group with a large genetic and age variation. The near-infrared image of a finger vein pattern has several different kinds of background noises. Light transmits relatively easily through the joints of the finger. This creates low spatial frequency background noises in the image of finger veins. Linear two-dimensional filtration was used to remove these kinds of noises in this paper. We also tried median Image size (pixels) filters, but found them inadequate. Ridge e)l:traction and thinning of ridges, 1.z which are often used for fingerprint recognition, were tried but they were also found unsuitable for vein-pattern matching. Howewr, there may be some other signal-processing techniques and filters, such as a nonlinear filter that may show better performances than the filters proposed in this paper in extracting and enhancing the patterns.
Conclusions
We have demonstrated that accurate personal identification is possible by using near-infrared finger vein patterns. A near-infrared transmission image of a finger was captured, and its vein pattern was enhanced by a background reduction twodimensional linear filter. By optimizing the filter parameters. all 678 members of the sampled group were perfectly identified. Perfect identification was achieved until the image data size was reduced up to approximately 10 3 pixels. Curve fitting to an FAR and an FRR, plotted against a threshold, made a prediction for larger groups possible. When the FRR is fixed to 0.117t:, the predicted FAR was merely 3.5 x 10-5 17t: at an image size of 128 x 128 pixels and 0.04317t: at an image size of 32 x 32 pixels. This level of accuracy is equivalent to or higher than that of irises and fingerprints.
The most important remaining problem for the personal identification based on near-infrared finger vein patterns may be the possible change in the vein pattern in a lifetime. This must be studied although it may take a long period of tracking time. The study period could be shortened by tracking children's rather than adults' finger vein patterns.
